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Company Settings properties

You can find these properties under the Company Settings tab in the Settings screen.

Property

Remember me
enabled

Log on warning
message

Account
suspension
active

Suspend user
account days

Maximum login
attempts

Lockout
suspension
days

Two Factor
Enabled

Saml SSO
Enabled

Description

Use this property to enable or disable the Remember me checkbox you
will see in the login screen. If toggled on, the Remember me checkbox will
appear in the login screen.

Use this property to show a message to each user upon successful login.
Type in the message you want show. If left blank, the warning message
screen will not appear.

Use caution when enabling this message as it can
o disorient your users. Only enable this feature, if you are
trying to share important information to the users.

Use this property to decide whether to suspend an account after a certain
number of failed login attempts. Toggle this property on to enable
suspension. You can set the threshold for failed attempts below.

Use this property to set the number of days a user can remain inactive
before their account is automatically suspended.

Use this property to specify the threshold for failed login attempts. This
property works in conjunction with Account suspension active property.

Use this property to set the number of days a suspended user will be
locked out before they can attempt to login again.

Use this property to enable or disable two factor authentication (2FA). If
enabled, users must use the code received in their email to validate their
account before accessing the system.

Use this property to enable or disable SAML Single Sign On feature. When
you toggle this property on, you will see a list of the following additional
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properties you must set to start using SAML Single Sign On.

e Saml URL lets you specify the SSO provider's URL.

+ Saml Module Path indicates the base path of the Saml2 endpoints.
Defaultis /Saml2 .

o Metadata Location lets you specify the URL to an XML document
which contains information necessary for interaction with SAML-
enabled identity or service providers.
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